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Status of Risk

Risk Owner and Risk Description

INEFFECTIVE EMERGENCY |GM Growth & Regulation
RESPONSE AND RECOVERY|

Key Risk Indicators

What are we already d

Residual Risk Rating Risk Appetite What can we do to reach appetite / strengthen our position?

Graded score from  Findings from post-  Involvement of MPDC Council is within appetite, noting that appetite s set at ‘Very High"
annual activation  incident reviews as  trained staffin
exercise, determined  an opportunity to  response and recovery
by approved assessor learn and improve  efforts in other distrcts given v control over
v (MPDC focus on (enhancing their event,incident or crsis. Resourcing up to cover all eventu:
improving score) knowledge and Very High Very High arguably not achievable.

experience)

« Established sub- DEM ting that
these are currently in process of transitioning into a new group arrangement
o Acti in Joint Committee ()

s i a

ironmental incid
other crisis; that could (ce6)

c ives and property, and « Annual full

« Operational Plans in place for our three most likely events, tested via annual

‘Additional mitigations have been identified to strengthen our position:

knowledge
« Successful transition into the new sub-regional shared service
testing of bri istri year, and arrangement with Hauraki and South Waikato districts, this should assist
annual structural testing undertaken on priority bridges on a programmed cyclical cross-boundary resilience

The development of Community Response Plans (including marae
response plans) as per our work programme

« Ensuring a full contingent of trained staff, including the full quota of
people for critical Emergency Operating Centre (EOC) roles

* Identification and response to any requirement for change arising from
current review of COEM legislation

« Ensuring budget commitment to Group Plan and Five-Year Action Plan,
with the Five-Year Action Plan reviewed annually

basis
« Active participation i sub-regional Lifelines' utltes planning With ts ocUs On  sciicvement /non-  Criical positions i Quartery reporting to
identifying critica ifrastructure vulnerabilities and improving e e |l fermmie
« Loss modelling is adequate to aid actions in work plans  Recovery Manager, ~ Manawhenua Forum
(identifes key actionsEMO, Welfare
/focus,linked to Manager and
Group Plan) Response Manager)
are flled

Tolerance

Risk Owner and Risk Description Status of Risk
Key Risk Indicators

Inherent Risk R: What are we already d

Risk Appetite What can we do to reach appetite / strengthen our po:

Performanceand  Trends in outages  Trends / patterns in Councilis currently operating outside of assessed appetite.
condition data held in and failures of assets level of occurrence of
RAMM and other  and/or technology  external events that
asset management may cause or
contribute to outages
(Weather events etc.)

«Performance and condition assessments of all assets
« Regulatory oversight by Taumata Arowai, NZTA, WRCE
catastrophes, technology and/o « Strategies, operational risk assessments and regiters, SOPs, comn
‘monitoring, emergency response plans, staff training and development
« Shared service support from Co-Lab for RAMM updates (roading data) records
« Technical y respor )
wastewater operations (necessary in the absence of a 24/7 process control centre)
« Technology in place - scada, telemetry, reporting etc
i plans and trategy in place (but

‘Appetite is considered achievable if the following mitigations are

successfully introduced:

« Approval of Water Services Delivery Plan (WSDP) by the Minister of Local
Water and Wastewater management

transferred to a new Waikato Waters entity

« Fully developed operations maintenance strategies in place and funded

Review and re-adoption of Business Continuity Plans

mmunication failure

Tolerance

requiring review) P pacity and cap
Concernsraised by~ SOPs up-to-date  SAM compliance score v e e

regulatory and other
oversight bodies such
as Taumata Arawa,

NZTA, WRC, Water NZ
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Risk Owner and Risk Description Status of

INFORMATION SECURITY | Chief Executive Inherent Risk Rating What are we already doing? Key Risk Indicators
Residual Risk Rating Risk Appetite What can we do to reach appetite / strengthen our position?

«Bophos cybersecurity solution in place for network security and unified threat  Detected presence of Trends in occurrence Incidents of unusual Councilis currently operating outside of assessed appetite
i i . Sophos off ion and firewall, cloudand  malware or other  of phishing emails /  network activity
- malwar website and securiy incursions  scams h isk appe a
ignificant disruption to deli ransomware protection. given the likelihood of a security breach and our limited control over the
n I loss, reputation . i jia Access. Very High severity of consequence of any breach
Control, including muti-factor access authentication, and Cloud Services
c management it idered achievable if the following
« Very clear IT security protocols via policy successfully introduced:
« Improved cyber-security awareness through an education programme
such as ‘phriendly phishing' and testing of staff behaviour via test phishing

emails, noting that staff behaviour s a key vulnerability point for cyber-

SAM for Compliance' ~ Privacy breach security
score incidents and follow- * Continued focus on improvement of SAM score noting that external
/ response * Scheduled Org-wide introduction of Microsoft 365 in 2025 calendar year
will enhance operating environment and data security

Risk Owner and Risk Description Status of Risk

[GM Customer Experience
Inherent Risk Rating What are we already doing? Key Risk Indicators
Residual Risk Rating Risk Appetite What can we do to reach appetite / strengthen our position?

* Bommunications and engagement (C&E) team proactively involved early and

Trends in score and  Level and quality of ~ Participation in triennia Council is currently operating outside of assessed appetite.
throughout development of key documents and key projects other findings from  community election - numbers of
d « Comms Plans developed for significant projects and documents Key Research interaction or candidates, voter ‘Appetite is considered achievable if the following mitigations are
community with potental impact « Proactive communications across multiple channels Community Views  involvement in turnout % successfully introduced :
t al a « Use of quick polls to obtain community insights, eg removal of pedestrian crossing, Survey engagement * Completion of planned stakeholder mapping exercise, establishing key
abi n effectiv urban trail surfacing processes, including High relationship holder for allsignificant stakeholders
7 our community, w « Councilis participant in 'Key Research Community Views Survey’, quarterly wave antenno and quick + Adoption of planned Comms and engagement strategy.
overnment agencies polling and annual report on community perceptions of Council and Council polls (2 measure of « Education / Awareness campaigns around everyone's role in stakeholder
performance trust) relationship and the importance of appropriate behaviour
[ toeunee |

« Newly (€ y ‘Team' actively working with

grassroots commu

takehold
el Tolerance

disability access group, Matamata Stadium project Levelof valid

« Promptin Council report templates to use Significance and Engagement Policy to ¢on i oo

determine level of engagement Council performance /

. : in place to uch a5 2 C service via the various

interface (with 48 complaints lodged Jan-May 2025) complaint
mechanisms
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Inherent Risk Rat What are we already doing? Key Risk Indicators

potential for Councilto fallshort of Annual compliance  Issues identified  Number of legal claims
attestation outcomes~ from various made against Council,
fines, penalte Counsel compliance audits - ~ adverse findings by the
. place for vari king actions Buiding Act, Waters, Ombudsman
includin « Hlorizon scanning for change via Legal Counsel and via established relationships etc
with external legal providers, professional memberships and sector knowledge
forums such as Taituara
o failures in monitoring and « Te Ohu Takatd Anamata (Future Ready Group) reviews impact of proposed
ment. legislative changes assists with submissions, etc
«ddentified changes incorporated into SOPs, policies, strategies, plans and processes
« Legal issues arising or already actioned reported to E Team on a bi-monthly
VervHigh schedule
« Training and development of our staff.
« Established monitor compliance wit our key
legislative requirements Negative media
« Internal and external reporting such as NMS, consent monitoring, etc attention to specific
breach/incident

~Knowledge of well qualified, professional staff

ting its legal tool developed by Legal

ions, inadequate interna

Risk Owner and

(GM People, Governance &

Relationships Inherent Risk Rating What are we already doing? Key Risk Indicators

Sted v i i ing of early
falure to develop ar involvement representationat  concerns raised by Rangatira meetings in
« Dedicated Te Ohu Tahono team in place (2 persons), with on-going commitment to discussion /decisions, Mana Whenua, lwi, quarter

[maintain partnership, meet legi

relationships with 12 iwi including TMF ete
oTe Mo kofc running to provide
some means of shared information and input
« Maori Ward Councillor in place
partnership « Recent commencement of regular Rangatira to Rangatira meetings with active iwi
for all involved. ing of processes, d decisions to Treaty Principl
Very High « support of community-focussed events that celebrate Te Ao Maori, either through
collaborative grant funding
events like the celebration of Matariki Events being
supported by grant or

partnership

FOR ENDORSEMENT BY RAC

Level of appropriate  Negative feedback or Number of Rangatira to

Status of Risk

What can we do to reach appetite / strengthen our position?
Councilis currently operating outside of assessed appetite.

Achieving appetite is challenging given the wide ambit of legislation that
Councilis subject to and the reliance on key staff to ensure compliance. It
is however considered achievable over time if the following mitigations
are successfully introduced:

« Investigation into and possible introduction of a more developed,

ystem g key legi
requirements (including new legislative changes) and running and
reporting on an annual attestation of whether or not they've been
complied with. One possible tool in that regard that is well-utilised in NZ
local government s ‘Comply With'. A toollike this would draw on a fuller
and wider sector knowledge-base than what could be built in-house.

Tolerance Continued education programmes on the importance of legislative

compliance. These could include, for example, education on privacy
d f these the

example where general staff education would be valuable is in the

LGOIMA d pa

this drives.

Status of Risk

What can we do to reach appetite / strengthen our position?

Councilis currently operating outside of assessed appetite.

‘Appetite is considered achievable if the following mitigations are
successfully introduced :
+ Adoption of a Tangata Whenua Engagement Policy, which will direct

ion and better islati i
« Review of work programme and terms of reference for Te Manawhenua
Mo Matamata-Piako forum, and reconstitution of this forum in the new.
triennium

hi with the Te Mo
Tolerance Matamata-Piako forum that would commit to joint aspirations
* Review of iwi capacity and in-house resource availability at MPDC,
including potential forward ability to respond to potential settlement
agreement requirements
« Potential focussed education programmes for staff and elected members
on Tikanga and Te Reo knowledge and competency
« identify what the Tiriti / Treaty principles mean to Council
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Risk Owner and Risk Description Status of Risk

ety Inherent Risk Rating What are we already doing? Key Risk Indicators
Residual Risk Rating Risk Appetite What can we do to reach appetite / strengthen our po:

Council's response may not be 3 Adaptation; Adapration; Councilis currently operating outside of assessed appetite.
sufficient for the district to into this area and ¥ in  Progressmadeon Identfied gapsin Rising costs for

effectively adapt to the effects of regional knowledge-sharing Climate Change data and in existing _ infrastructure ite is considered achievable if the mitigations.
climate change, or m « Climate Change Rivermap developed with clearly articulated priorities and funded Rivermap priority  plans and strategles  maintenance, repair are successfully introduced :
B strategic actions. actions and renewal (natural « Climate change considerations integrated into internal decision making
ey o « Bocus groups on Climate Change, Energy and Carbon Management hazard) processes for example procurement and project management
P . : “dnvestment in scientific hazard, loss and network modelling to ensure knowledge is « Implementation of planned priority actions on Climate Change Rivermap
service, an increase in community . .
= e v uptodate Increase in CRMs - including 5 risk
I L8y, ST T « Blans and strategies are aligned to consider Climate Change at a high level (LTP, related to climate and
reputational damage. Infrastructure Strategy, Climate Change Rivermap, Future Proof Strategy, change dynamics, eg Very High High climate resilience strategy
Operational Resilience ™ 3 and storm, flooding, heat . in the next
Minimisation Plan) Long Term Plan, including budget for a community level climate change

limate Change Risk risk assessment to prioritise areas of the district in which to carry out local

+ Taylor engaged to develop an organisational
Assessment for Councilto identify key climate change risks across our assets, level community adaptation planning

services and people and assess the moderating effect that adaptation can bring over « Critical gaps identified and e
Very High various time periods these gaps (wildfire, heat, wind), potentially in collaboration with others
M in case of event « Developed approach for i ith our
to staff and elected flood risk

members Ongoing programme to increase climate change knowledge of staff and

« District Plan to 8 ity i Tolerance elected members

Mitigation: Adaptation: Adaptation: Mitigatian:
« Emissions inventory undertaken in FY24 Claims against Council Customer perception Emissions inventory
« Food scraps separation at kerbside collection in relation to climate  of preparedness for ~ showing increase in
change matters such ~ climate change via ~ emissions
as developmentin  Key Research survey
areas with identified /
identifiable hazards

_

INADEQUATE FINANCIAL | Chief Executive Inherent Risk R What are we already doing? Key Risk Indicators
PLANNING Residual Risk Rating. Risk Appetite What can we do to reach appetite / strengthen our position?

[Failing to manage revenues, e «Plans, Strategies and Policies in place include LTP, Annual Plan, Financial Strategy, ~ Monthly financial  Trendsin resource  Level of CAPEX delivery. Council is currently operating outside of assessed appetite.
libilites, and investm trategy, R d Financing Policy to guide d making, e i and building consent vs budget
rudently can jeopardize Investment and Borrowing « Likelihood of non-  levels / development ‘Appetite is considered achievable if the following mitigations are
financial stabity and “Monthly financial reporting, including treasury policy metrics, for management  achievement of contribution successfully introduced :
bility to serve both current and fut overview and presentation to Council budget through either collection levels, « Approval of Water Services Delivery Plan (WSDP) by the Minister of Local
Ineeds. It can also adh « Finance team with assigned responsibilities, established relationships with debt  diminishmentof  Achievement of key Government with Water and Wastewater ownership and management
predictability of the rates, and fees and collection agency, LGFA, credit facilities in place revenue or cost LTP or Annual Plan transferred to a new Waikato Waters entity

«External audit of Annual Report and LTP increase assumptions HIER « Introduction of regular monitoring of key LTP and Annual Plan
i i of financial policies, audit « Neg in assumptions and key financial metrics
recommendations and implementation, etc debt metrics, « Active monitoring of Capital Delivery Programme.
« Triaging and appropriate reporting of any potential and actua legal claims against  including covenant « Regular scan of wider economic and demographic insights data relevant
Very High Council to ensure councils limited and insured position s maximised  provisions, or policy to the disrict (via sources such as Community Compass, Infomets

* Established insurance broker, conducts annual review of insurances on renewal  compliance « Strategic review of insurance arrangements
« Independent, external Treasury advisory expertise engaged

« Asset data and asset management plans continually being improved Tolerance

Rates collection Significant

percentages unfavourable
changes identified in
December and
March financial
reforecasts
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Risk Owner and Risk Descr Status of Risk

FAILURE TO RESPOND | Chief Executive.
APPROPRIATELY TO

Inherent Risk Rating What are we already doing? Key Risk Indicators

Residual Risk Rating Risk Appetite What can we do to reach appetite / strengthen our position?

3 or « Active hori legal and technical ach d Te Ohu Takatd Active participation  Continued watching Council is currently operating outside of assessed appetite.
i professional memberships - LGNZ, Taituara, CE forum, Zone 2, Rural Provincial  Anemata (Future  in regional and brief on central
2 g « Te Ohu Takatd Anamata (Future Ready Group) reviews impact of proposed  Group) actively national working  government opinion ite is considered achievable if the following
legislative changes assists with submissions, etc operating groups polls and any changes successfully introduced :
tagenda « Councilis an active participant in the various FutureProof forums and working in focus of political High Submission of Water Services Delivery Plan to Minister by September
and legistative ref o groups alongside Waikato Regional Council, Hamilton City and Waikato and Waipa parties 2025 in line with legislative requirement

strategic plans and ves. The District Councils *Active transition planning in response to Waters, what do we want MPDC
otential adve nic and « Some monitoring of political climate to0 look like post-waters transition
ith Iwi Groups and Te ko fc

 Full invalvement in Waikato Waters Done Welland other regionsl working groups

to optimise wider regional collegial support, lesson learning and efficiencies in R ESC

e submissions on

« Consultation is underway on Walkato Waters Done Well Walkato Waters Done
Well consultation

RISK #10 Status of Risk
(GM People, Governance &
Relations| What are we already doing? Key Risk Indicators

scial impact on the community,

Very High

Residual Risk Rating Risk Appetite What can we do to reach appetite / strengthen our position?

etain and « Astrong and connection throug! initiatives Annual Staff Survey  Staff turover trends. Exit survey Councilis currently operating within assessed appetite.
o > g including the weeKy bulletin, staff-only facebook group, al staff meetings twicea  engagement results  (quarterly) identification of trends.
to inadequate w t year. and controllable The g further i proposed this further:

« Three meetings a year held with managers and team leaders across the. matters  Remuneration Policy review
g d i lead « Review of induction processes to streamline and ensure that any gaps
« Belonging Strategy (incorporating diversity, etc) in place are identified and remedied
« Structured induction programme for new staff « Active transition planning in response to Waters, what do we want
« Job- d system in place to are paid market MPDC transition, g
tes (i MP ) and employ ) in staff opportunities / job security

« Improved focus on Succession Planning

place
« wel « Potential greats S I

(2 monthly catch-ups and
annual review) appropriate g
reward, and a focus on personal development place at organisational level
« Learning and development programme in place with both organisational and * Review of saff survey methodology, for example using pulse surveys
individual focus, leadership development programme for anyone with team * Greater focus on Exit Survey analysis and action response.

leadership responsibility « Consider development of Key Risk Indicator Measure for percentage of
« Monthly People, Safety & Wellness focus topics promoted throughout the. roles not recruited in first recruitment round

organisation

« Annual y (Ask your Team) results analysed and action-planning
processes at organisational level in place

« Hauora Mental Health and Wellbeing Strategy

« Flexible work practices

« Provision of Hamilton - Te Aroha - Harmilton mini-van to assist with travel for
people who live outside the district, and pool car share Matamata - Te Aroha -

Matamata

e i ished processes

are made known internally, allowing good opportunity for internal appointments
n. Career pathways within some te duate

intermediate and senior roles
« Availability of employee support programme

«Reach through P

« Councilis an active participant in Colab people and capability managers group and
has HRNZ membership

« Openness to engaging consultants, contractors or shared services as alternatives
where staff cannot be recruited

« P&W Team includes a trained HR advisor. Legal advice s sought as required.

|
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(GM People, Governance &

. Inherent Risk Rating What are we already doing? Key Risk Indicators
Relationships

Residual Risk Rating Risk Appetite What can we do to reach appetite / strengthen our position?

health, « Dedicated resource via 3 member W team Identification of Results of H&S Results of Critical Risk Councilis currently operating outside of assessed appetite.

safety and well-being culture, and any - saw v porting trends and significant questions in annual  audits
ed members and capturing learnings from events, assessing and managing risk, training, concerns from staff survey Council has an objective to minimise any risks to serious injury or harm to
s and the public safe and well, emergency response and injury management Quarterly Safety and v 3
juries, i mental « safety and Wellness Policy in place as well as a Charter for Council Wellness Reporting, community. However, these risks are of high consequence and impossible
wellbeing, difficulty in maintaining « Trained isation, active H&S Committee meets quarterly including events by For this reason ic level of appetite is seen
orkforce capacity and potentially « Processes in place to identify and focus on critcal risks severity and analysis as moderate.
fatalities, with significant legal, financial * Monitoring via q ly and annual saf liness reports provided to of trends High il efforts
jce delivery and reputational Council and Eteam (include lag indicators e.g. lost time injuries, medical treatment implemented to embed and sustain a health, safety and well-being

injuries and notifiable events and lead indicators such as training completion) culture. These will be maintained and continuously improved over time,
however it is questionable as to whether appetite can be reached.

« Critical risk audits conducted by the S&W Team
« H&S learning team established with post-event debriefs 3 to 4 times a year), The 3 it are proposed not
continuous improvement focus expected to reduce the risk to appetite levels for the reason noted above:
« Due Diligence plan for Exec Team and Council « Review of top 10 critical health and safety risks to ensure the list of top
« S&W Team meet weekly with Exec Team Tolerance 10 risks adequately reflects

« Induction and on-going training for staff ErEEEraTE « External H&S audit - to be considered after transition to Local Water
. (including pre-qualif overdue Done Well

investigations, actions « E-team to complete 10D Health and Safety self-assessment

and audits. « Review of the safety and wellness induction pathway and

accountabilties for managers and team leaders to ensure they have a
lear ing of their ibilites and jth the

learning and development needed for their role

* Review implications of upcoming HSWA changes in relation to volunteer

management
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